COMMENTS

CLOSING THE GAP: ELIMINATING THE DISTINCTION
BETWEEN DOMESTIC AND INTERNATIONAL TERRORISM
UNDER FEDERAL LAW"

I INTRODUCTION

On August 3, 2019, Patrick Crusius opened fire in an El Paso Walmart killing
twenty-two Americans.! Nineteen minutes before this attack, Crusius posted a hate-filled
manifesto online detailing his motivations for the killings.? His rampage was merely one
attack in a string of mass shootings in the United States that were motivated by white
supremacist ideologies.? Unlike the perpetrators of the 2015 San Bernardino workplace
shooting who were quickly labeled terrorists because of their jihadi ideology,* Crusius
was not charged as a terrorist and his attack was not considered an act of terrorism.’

* Courtney Kurz, J.D. Candidate, Temple University Beasley School of Law, 2021. Thank you to Kayla
Martin, Kaylin Hawkins, and the Temple Law Review staff for your thoughtful input and edits. Thank you to
Patrick K. Martin for reviewing my draft and encouraging me to publish. Lastly, thank you to my parents, Tim
and Arlene, for your endless love and support.
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Although both attacks were politically motivated, the perpetrators were treated
differently under the law and resulted in widely different charges.® This inconsistent
treatment stems from the categorization of the two attacks.” The San Bernardino shooting
was treated as an act of international terrorism because it was a jihadi attack perpetrated
by individuals associated with an international terrorist organization.® The El Paso
Walmart shooting, however, was not treated as an act of international terrorism because
it was perpetrated by an American citizen with a white supremacist ideology.” Under
federal law, acts of international terrorism are currently treated more seriously and
punished more harshly than similar acts of a domestic nature.'”

This Comment seeks to explore the differing treatment of various large-scale
violent attacks under the law and suggests that existing distinctions are unnecessary and
ultimately harmful to the well-being of Americans. While current federal law offers a
broad definition of domestic terrorism,!! this Comment intends to use the phrase more
narrowly. Although terrorist actions motivated by a variety of ideologies could fit within
the broader definition,'? this Comment will use the phrase to refer to individuals and acts
that have been perpetrated in furtherance of a white supremacist ideology.'* By and large,
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these attacks have entirely domestic origins; that is, the ideology,'# radicalization,'
planning,'® attack,'” and individuals involved are all located within the United States.'®
This form of political violence is currently the greatest terrorism threat facing the United
States and therefore warrants significant attention. !

This Comment aims to discuss the varying legal treatment of domestic and
international terrorism and ultimately argues that this distinction is unhelpful and
prohibits adequate detection, investigation, and prevention of domestic terrorism in the
United States. Section II provides essential background on the federal criminal and civil
laws involving both domestic and international terrorism,?® details why domestic
terrorism is particularly difficult to investigate and prosecute,?' and examines the current
legal debates surrounding the status of domestic terrorism in the federal criminal code.??
Section III of this Comment argues that the material support statutes, Sections 2339A
and 2339B of the United States Code, in particular should be amended to eliminate the
distinction between international and domestic terrorism.?> The Comment further
discusses the need to expand the definition of material support to account for the
evolution of the terrorism threat and the increased use of the internet, and it suggests a
solution to close the gap in terrorism laws.?*

II.  OVERVIEW

Since September 12, 2001, seventy-three percent of the deaths related to violent
extremism in the United States have been attributed to domestic terrorism.2> The
government has not only been slow to acknowledge the changing reality of the terrorism

‘were responsible for 49 homicides in 26 attacks from 2000 to 2016 . . . more than any other domestic extremist
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threat in the United States?® but it has also been hesitant to address the threat as a form
of terrorism at all.2” The threat of terrorist acts from individuals within the United States
who possess non-jihadi ideologies is much more significant than the likelihood of an
attack from a radical Islamic extremist.?® Yet, federal criminal law in the United States
is ill-equipped to deal with this reality.?’ The stark distinctions in the treatment of
international terrorism and domestic terrorism under federal law pose significant
problems for seriously addressing the threat in its current form.3°

Part II.A outlines the different definitions for terrorism that currently exist under
federal law. It also traces the legal distinctions between international and domestic
terrorism, specifically with regard to the material support statutes and civil liability for
acts of terrorism. Part II.B looks specifically at prosecutions under the material support
statutes and the type of actors and activities that have been prosecuted under these laws.
It explains how terrorists use the internet and describes attempts to hold internet
platforms liable for material support. Additionally, it details the characteristics of a
modern domestic terrorist and why this specific type of actor presents difficulties for law
enforcement. Part II.C concludes this Section by providing an overview of current
proposed legislation in Congress to address the domestic terrorism threat.

A.  Defining Terrorism

The word “terrorism” is defined in several places throughout the U.S. Code and the
Federal Regulations.’! While each of these definitions vary slightly, the prohibited
activity described therein is largely the same.3? These variations often result in different
legal treatment and gaps in the prosecution of activity falling between the cracks of these
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-extremists_n_5a550158e4b003133ecceb74  [https://perma.cc/2USW-M8DU]  [hereinafter Reilly, Good
Reason].

28. See Peter Bergen, Albert Ford, Alyssa Sims & David Sterman, Part IV. What Is the Threat to the
United States Today?, NEW AM., http://www.newamerica.org/in-depth/terrorism-in-america/what-threat
-united-states-today/ [https://perma.cc/JAUH-6DWV] (last visited Nov. 1, 2020) (displaying a chart detailing
deadly attacks in the United States by ideology and year, which shows there has been a greater number of
far-right wing attacks since 2001 than jihadist attacks).

29. See Kindy et al., supra note 26 (discussing how the government has neglected far-right extremism for
years, resulting in a significant gap in its legal capability to address domestic terrorism).

30. Trevor Aaronson, Terrorism’s Double Standard: Violent Far-Right Extremists Are Rarely Prosecuted
as Terrorists, INTERCEPT (Mar. 23, 2019, 8:34 AM), http://theintercept.com/2019/03/23/domestic-terrorism
-fbi-prosecutions/ [https://perma.cc/K7U6-XRWX] [hereinafter Aaronson, Terrorism’s Double Standard).

31. See 18 U.S.C. § 2331(1), (5) (2018); 28 C.F.R. § 0.85(1) (2019).

32. Compare 28 C.F.R. § 0.85(1) (defining terrorism as “the unlawful use of force and violence against
persons or property to intimidate or coerce a government, the civilian population, or any segment thereof, in
furtherance of political or social objectives™), with 18 U.S.C. § 2331(1), (5) (defining international and domestic
terrorism as “violent acts or acts dangerous to human life that . . . appear to be intended to intimidate or coerce
a civilian population; to influence the policy of a government by intimidation or coercion; or to affect the conduct
of a government by mass destruction, assassination, or kidnapping”).
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definitions.?3 Part II.A.1 discusses the separate statutory and regulatory definitions of
terrorism under federal law and the resulting implications. Part I.LA.2 examines the
definition of material support and the two statutes that criminalize this activity. Finally,
Part IT.A.3 discusses civil liability for material support under federal law and how that
liability applies to the different definitions of domestic and international terrorism in
Title 18 of the U.S. Code.

1. Statutory and Regulatory Definitions

The Code of Federal Regulations defines terrorism generally as “the unlawful use
of force and violence against persons or property to intimidate or coerce a government,
the civilian population, or any segment thereof, in furtherance of political or social
objectives.”** However, Title 18 of the U.S. Code offers separate definitions for acts of
international and domestic terrorism.>> While the distinction between these definitions is
slight, there are significant implications for how acts categorized under each definition
are prosecuted in federal courts’® Section 2331 provides a definition of domestic
terrorism that differs from the definition of international terrorism only in where the
attack originates.?” International terrorism charges, however, carry substantial criminal
penalties, whereas there are currently neither criminal charges nor criminal penalties for
domestic terrorism under federal law.3® While there are several offenses listed as federal
crimes of terrorism in the U.S. Code, many of these offenses are limited to acts that
transcend national boundaries.

As a result, individuals such as Charleston church shooter Dylann Roof and
Pittsburgh synagogue shooter Robert Gregory Bowers—whose actions clearly meet the
definition of terrorism set out in the Code of Federal Regulations**—were instead
charged with various federal hate crimes and capital murder, among other charges.*! If
these individuals had possessed jihadi ideologies, there would have been very little

33. See infia Part ILA.2.

34. 28 C.F.R.§0.85().

35. See 18 U.S.C. § 2331(1), (5).

36. See Reilly, Good Reason, supra note 27.

37. Compare 18 U.S.C. § 2331(1)(C) (“[T]he term ‘international terrorism’ means activities that . . . occur
primarily outside the territorial jurisdiction of the United States, or transcend national boundaries. . . .”), with 18
U.S.C. § 2331(5)(C) (“[T]he term ‘domestic terrorism’ means activities that. . . occur primarily within the
territorial jurisdiction of the United States. . . .”).

38. JEROME P. BJELOPERA, CONG. RESEARCH SERV., R44921, DOMESTIC TERRORISM: AN OVERVIEW 5—
6 (2017). But see Robert Chesney, Should We Create a Federal Crime of ‘Domestic Terrorism’?, LAWFARE
(Aug. 8, 2019, 11:31 AM), http://www.lawfareblog.com/should-we-create-federal-crime-domestic-terrorism
[https://perma.cc/VCY4-XLAL] [hereinafter Chesney, Domestic Terrorism?] (arguing that the assertion that
there is no criminal charge for domestic terrorism is only partially correct).

39. See 18 U.S.C. § 2332; see also Emily B. Tate, Note, “Maybe Someone Dies”: The Dilemma of
Domestic Terrorism and Internet Edge Provider Liability, 60 B.C. L. REV. 1731, 1739 (2019) (“[A]lthough
Congress provided a definition for domestic terrorism in the Patriot Act at 18 U.S.C. § 2331(5), the criminal
offenses in the Act are restricted to acts committed outside the United States against a U.S. national.”).

40. See supra note 34 and accompanying text.

41. See Press Release, Office of Pub. Affairs, U.S. Dep’t of Justice, Additional Charges Filed in Tree of
Life Synagogue Shooting (Jan. 29, 2019). [hereinafter Press Release, Tree of Life Synagogue]; Press Release,
U.S. Att’y’s Office, Dist. of S.C., U.S. Dep’t of Justice, Federal Jury Sentences Dylann Storm Roof to Death
(Jan. 10, 2017) [hereinafter Press Release, U.S. Att’y’s Office, Dist. of S.C.].
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debate about whether they should be charged as terrorists.*?> When the government
charged Dylann Roof, the public and the media called for the FBI to define his acts as
terrorism. > The FBI refused.** As then-FBI Director James Comey repeatedly stated at
the time, the FBI did not have enough information to classify Roof’s actions as
terrorism.*> Comey held this view in spite of the fact that the media widely reported
Roof’s manifesto and published numerous reports of Roof’s political and ideological
motivation behind the attack.*®

The absence of criminal penalties for acts of domestic terrorism presents only one
obstacle in charging individuals who commit white supremacist attacks as terrorists.*’
Some officials have been hesitant to characterize these acts as domestic terrorism
because of the negative connotations associated with the word “terrorism.”*8 Former FBI
agents and federal prosecutors have frequently stated that the word “terrorism” has often
been used solely in a political sense to describe violence that was “extremely bad.”*® In
the absence of criminal penalties for domestic terrorism, prosecutors instead apply

42. See Jesse J. Norris, Why Dylann Roof Is a Terrorist Under Federal Law, and Why It Matters, 54
HARV. J. ON LEGIS. 259, 266 (2017) (asserting that the Justice Department’s hesitation in calling Roof a terrorist
is remarkable given how quick it is to classify a jihadi attack as terrorism once it discovers an ideological motive).

43. See, e.g., Christopher C. Cuomo (@ChrisCuomo), TWITTER (June 18, 2015, 8:38 AM),
http://twitter.com/ChrisCuomo/status/611513307653120000 [https://perma.cc/XIB9-XGHS]; James Downie,
The Charleston Shooter Is a Terrorist. The Federal Government Should Charge Him as One., WASH. POST (June
26, 2015, 1:31 PM), http://www.washingtonpost.com/blogs/post-partisan/wp/2015/06/26/the-charleston
-shooter-is-a-terrorist-the-federal-government-should-charge-him-as-one/ [https://perma.cc/D96D-93TT];
Jenna McLaughlin, Why Wasn’t Dylann Roof Charged with Terrorism?, INTERCEPT (July 22, 2015, 5:43 PM),
http://theintercept.com/2015/07/22/department-justice-didnt-charge-dylan-roof-domestic-terrorism/
[https://perma.cc/V455-ZD2V].

44. See Andrew Husband, FBI Director Says Charleston Shooting Not Terrorism, MEDIAITE (June 20,
2015, 3:25 PM), http://www.mediaite.com/tv/fbi-director-says-charleston-shooting-not-terrorism/
[https://perma.cc/6GMH-K672] (displaying a CNN clip of FBI Director Comey’s press conference following
the Charleston Church shooting where he explains that he “wouldn’t [consider the shooting terrorism] because
of the way we define terrorism under the law. . . . It’s more of a political act, and again, based on what I know
so far, I don’t see it as a political act.”).

45. Id.; Ryan J. Reilly, FBI Director James Comey Still Unsure If White Supremacist’s Attack in
Charleston Was Terrorism, HUFFPOST (July 9, 2015, 5:45 PM), http://www.huffpost.com/entry
/james-comey-charleston-terrorism-_n_7764614 [https://perma.cc/KMK3-D29W] (“Since then, we’re [sic]
found the so-called manifesto online, so I know the investigators and prosecutors are looking at it through the
lens of hate crime, through the lens, potentially of terrorism. . . . So the answer is I don’t know yet, but I know
that our folks will look at it from all angles.” (quoting an interview with FBI Director Comey)).

46. See, e.g., Meghan Keneally, Friend of Accused SC Shooter Claims He ‘Wanted To Start a Race War,’
ABC NEWS (June 18, 2015, 7:48 PM), http://abcnews.go.com/US/friend-accused-sc-shooter-claims
-wanted-start-race/story?id=31874063 [https://perma.cc/Y99U-3VK9]; McLaughlin, supra note 3 (quoting
Dylann Roof’s manifesto in full where Roof detailed at length his reasons for the attack and the results he hoped
to achieve).

47. See Reilly, Good Reason, supra note 27.

48. Thomas Brzozowski, Counsel for Domestic Terrorism, Dep’t of Justice, Address at Program on
Extremism at George Washington University Elliot School of Affairs (Dec. 4, 2018),
https://extremism.gwu.edu/event/discussion-dojs-domestic-counterterrorism-coordinator2019 [https://perma.cc
/P7QQ-TC4A]; see also Reilly, Good Reason, supra note 27 (discussing Brzozowski’s address).

49. Aaronson, Terrorism’s Double Standard, supra note 30.
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sentencing enhancements that are prescribed in the Federal Sentencing Guidelines.>® The
increased penalties set out in section 3A1.4 apply when the conduct in question involves
one or more of the acts defined as a federal crime of terrorism under Section 2332b(g).’!
Prosecutors use these guidelines to ensure higher penalties for acts that meet terrorism
definitions without requiring officials to label the acts as terrorism or charge the
individuals as terrorists.>?

2. Material Support to Terrorists

The disparate legal treatment of domestic and international terrorism is even more
apparent in Title 18’s material support statutes.>> Sections 2339A and 2339B create
criminal liability for those who offer assistance to individuals and organizations who are
engaged in terrorist activity and commit terrorist attacks.’* Under Section 2339A, this
assistance, also known as material support, is defined broadly as:

any property, tangible or intangible, or service, including
currency or monetary instruments or financial securities, financial
services, lodging, training, expert advice or assistance, safehouses,
false documentation or identification, communications equipment,
facilities, weapons, lethal substances, explosives, personnel ([one] or
more individuals who may be or include oneself), and transportation,
except medicine or religious materials.>

Section 2339B adopts this definition in full.>

Several courts and scholars have debated whether “training” is intended to mean
those who receive training from a terrorist organization or only those who provide
training.’” There have also been arguments regarding whether providing “personnel”
includes self-provision®® and what constitutes “expert,” “advice,” and “assistance”

50. See U.S. SENTENCING GUIDELINES MANUAL § 3A1.4 (U.S. SENTENCING COMM’N 2018). See infia
note 52 for instances where sentencing enhancements have been applied.

51. 1Id.;seealso 18 U.S.C. § 2332b(g) (2018).

52. See, e.g., United States v. Graham, 275 F.3d 490, 513—19 (6th Cir. 2001) (holding that the sentencing
enhancements for terrorism could apply to general charges of conspiracy for Graham’s planning to murder
federal officers, intimidate or forcibly assault officers in their official duties, possess machine guns, and
maliciously damage property used in interstate commerce); United States v. Allen, 364 F. Supp. 3d 1243,
1245-50 (D. Kan. 2019) (applying the terrorism sentencing enhancement to charges of conspiracy to use a
weapon of mass destruction).

53. See 18 U.S.C. §§ 2339A-2339B (2018).

54. Seeid.

55. 18 U.S.C. § 2339A(b)(1). The statute clarifies the definitions of “training” and “expert advice or
assistance” as “instruction or teaching designed to impart a specific skill, as opposed to general knowledge” and
“advice or assistance derived from scientific, technical or other specialized knowledge,” respectively. 18 U.S.C.
§ 2339A(b)(2)-(3).

56. 18 U.S.C. § 2339B(g)(4).

57. See, e.g., Humanitarian Law Project v. Reno, 205 F.3d 1130, 1138 (9th Cir. 2000); see also Robert
M. Chesney, The Sleeper Scenario: Terrorism-Support Laws and the Demands of Prevention, 42 HARV. J. ON
LEGIS. 1, 55-56 (2005) [hereinafter Chesney, Sleeper Scenario].

58. See United States v. Sattar, 272 F. Supp. 2d 348, 358-60 (S.D.N.Y. 2003), aff’d sub nom., United
States v. Stewart, 590 F.3d 93 (2d Cir. 2009).
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together as one phrase, and as individual words.> Similarly, in United States v. Sattar,*
the U.S. District Court for the Southern District of New York held that the mere use of
communications equipment did not amount to a violation of the material support statutes
although the term “communications equipment” is included within the definition of
material support in Section 2339A.%' The court determined the term “communications
equipment” is unconstitutionally vague because the defendants were not on notice that
mere use of a telephone to further a foreign terrorist organization’s objectives amounted
to criminal conduct.®? Because the material support definition does not provide sufficient
clarity to the meanings of these words, challenges as to their vagueness are often
successful.%3

Under Section 2339A, individuals and organizations can be charged for providing
material support if they possess the knowledge that their support will be used for the
perpetration of an attack.%* Liability under this statute extends to several terroristic-type
crimes and makes no distinction regarding the geographic origin of the attack.®
However, Section 2339A demands a high mens rea requirement, requiring that the
individual charged must actually know or intend that their support will be used for the
furtherance of an attack.5® Consequently, this requirement results in prosecutors charging
individuals under Section 2339A much less frequently than its counterpart, Section
2339B.%7

Some scholars describe Section 2339B as being both broader and narrower in its
scope than Section 2339A.%8 These scholars claim Section 2339B is broader because it
criminalizes support to organizations associated with terrorism under any circumstance
as long as the individual charged is aware that the organization engages in terrorism.®
Therefore, those charged do not have to know or intend that their support will be used
for the perpetration of a specific attack.”® In Holder v. Humanitarian Law Project,’' the

59. See Humanitarian Law Project v. Ashcroft, 309 F. Supp. 2d 1185, 1199201 (C.D. Cal. 2004).

60. 272 F. Supp. 2d 348 (S.D.N.Y. 2003), aff’d sub nom., United States v. Stewart, 590 F.3d 93 (2d Cir.
2009).

61. Sattar,272 F. Supp. 2d at 357-58.

62. Id. at 358.

63. See, e.g., Humanitarian Law Project v. Reno, 205 F.3d 1130, 1138 (9th Cir. 2000); Ashcroft, 309 F.
Supp. 2d at 1199-201.

64. 18 U.S.C. § 2339A (2018).

65. Seeid.

66. Brandon James Smith, Protecting Citizens and Their Speech: Balancing National Security and Free
Speech When Prosecuting the Material Support of Terrorism, 59 LOY. L. REV. 89, 92-93 (2013).

67. See Chesney, Sleeper Scenario, supra note 57, at 20 (“Fifty-six individuals have been charged with
violating § 2339B in the three years since 9/11, thirty-six have been charged under § 2339A . . . .” (citations
omitted)). From 2012 to 2017, the Department of Justice filed 176 material support indictments; only forty-five
of these indictments were under Section 2339A. Scott Sullivan, Prosecuting Domestic Terrorism as Terrorism,
JUST SECURITY (Aug. 18, 2017), http://www justsecurity.org/44274/prosecuting-domestic-terrorism-terrorism/
[https://perma.cc/SH42-H3GG].

68. E.g., Chesney, Sleeper Scenario, supra note 57, at 18.

69. See, e.g., id.; see also 18 U.S.C. § 2339B.

70. See Anna Elisabeth Jayne Goodman, Comment, When You Give a Terrorist a Twitter: Holding Social
Media Companies Liable for Their Support of Terrorism, 46 PEPP. L. REV. 147, 173—74 (2018).

71. 561 U.S.1(2010).
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Supreme Court held that donations to the lawful, nonviolent branches of the Kurdistan
Workers’ Party (PKK) and the Liberation Tigers of Tamil Eelam (LTTE) still violated
Section 2339B because this provision did not require intent to further an organization’s
illegal activities.”> Even benign support helps to advance a terrorist organization’s illegal
acts.”? Conversely, some scholars claim Section 2339B is narrower than Section 2339A
because it applies only to material support given to designated foreign terrorist
organizations (DFTO).”* Because of this narrower scope, prosecutors charging
individuals associated with acts of domestic terrorism are limited to Section 2339A and
must prove a connection to an actual attack.”

3. Civil Liability for Acts of Terror

Civil liability for providing material support to terrorists only exists for
international terrorism, not domestic terrorism.”® For instance, when a bank provides
financial services to an organization known to engage in international terrorism—a
violation of Section 2339B7’—the bank can be held civilly liable for their actions under
Section 2333.78 This liability attaches regardless of whether the organization uses the
bank’s services specifically in the commission of acts of terrorism.”® However, if this
same bank were to provide financial services to a domestic chapter of the Ku Klux Klan
(KKK), there would likely be neither a criminal charge nor civil liability.3°

Congress implemented Section 2333 as part of an effort to create civil liability in
an area of federal law that had been lacking.?' They intended this legislation to disrupt
the “causal chain of terrorism” and in particular, to stop the flow of money to foreign
organizations.®? Although domestic acts are not covered under Section 2333,%3 Congress
had enacted a similar provision over a century earlier that did address acts of domestic

72. Holder, 561 U.S. at 36. The PKK and LTTE are both foreign organizations currently on the U.S. State
Department’s designated foreign terrorist organizations list. See Foreign Terrorist Organizations, U.S. DEP’T
State, http://www.state.gov/foreign-terrorist-organizations/ [https://perma.cc/9JRE-E9CS] (last visited Nov. 1,
2020).

73. Holder, 561 U.S. at 36.

74. See 18 U.S.C. § 2339B; Tate, supra note 39, at 1742.

75. See Tate, supra note 39, at 1742—43 (discussing the differences between Section 2339A and Section
2339B, including the difficulties in prosecuting under Section 2339A because of the requirement of a connection
to an actual attack as compared to an organization in general).

76. See 18 U.S.C. § 2333.

77. Linde v. Arab Bank, PLC, 97 F. Supp. 3d 287, 322-23 (E.D.N.Y. 2015), vacated, 882 F.3d 314 (2d
Cir. 2018); see also 18 U.S.C. § 2339B.

78. Linde, 97 F. Supp. 3d at 298-99, 331-35; see also Boim v. Holy Land. Found. for Relief & Dev., 549
F.3d 685, 693—-94 (7th Cir. 2008).

79. Holder v. Humanitarian Law Project, 561 U.S. 1, 38 (2010) (holding that some organizations “are so
tainted by their criminal conduct that any contribution to such an organization facilitates that conduct” (quoting
Antiterrorism & Effective Death Penalty Act of 1996, Pub. L. No. 104-132, §301(a)(7), 110 Stat. 1214, 1247)).

80. See Tate, supra note 39, at 1743 (“Section 2333 may permit bringing suit against violators of either §
2339A or § 2339B, but . . . § 2333 permits suits only for victims of international terrorism.”).

81. See S.REP.NO. 102-342, at 22 (1992).

82. Id

83. See 18 U.S.C. § 2333 (2018).
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terrorism.?* Congress passed the Ku Klux Klan Act of 1871 in response to the formation
of the KKK in the Reconstruction South following the Civil War.®> Among other things,
this Act created civil liability for individuals who conspired to interfere with the civil
rights of others as well as third-party liability for those who had knowledge of such
conspiracies and failed to prevent them.’¢ Specifically, it aimed at discouraging and
penalizing—both criminally and civilly—the KKK’s acts of terror against recently freed
African Americans.?’

Two important sections of the 1871 Act are currently codified in the U.S. Code as
Sections 1985 and 1986 and criminalize several actions amounting to conspiracy to
interfere with civil rights as well as failing to prevent such conspiracy.®® While there is
no explicit reference to the KKK or terrorism within these sections, their language
closely resembles the definitions that exist in both the Code of Federal Regulations and
Title 18 of the U.S. Code.? Similar to the liability created by the material support
statutes, Section 1986 created third-party liability for the acts outlined in Section 1985.%°
While Section 1985 has been used several times to hold various chapters of the KKK
civilly liable for their terroristic acts,’! there is significantly less legal precedent for
holding a third party accountable under Section 1986 because this section can only be
utilized when there is an underlying Section 1985 claim.”?

84. See Ku Klux Klan Act, 17 Stat. 13 (1871) (codified at 42 U.S.C. §§ 1983, 1985-96 (2018)).

85. Id.; Rebecca Blackmon Joyner, Note, An Old Law for a New World? Third-Party Liability for
Terrorist Acts — From the Klan to Al Qaeda, 72 FORDHAM L. REV. 427, 428 (2003).

86. KuKlux Klan Act §§ 1, 6; see also Joyner, supra note 85, at 428. This liability differs from that which
exists under Section 2333 in that it created civil and criminal liability for organizations such as the KKK
themselves and members of the organization. See Ku Klux Klan Act.

87. See CONG. GLOBE, 42nd Cong., st Sess. 761 (1871) (debating whether to hold third parties
responsible in instances where “the wrong is done by a tumultuous assemblage . . . where it is riotous, where it
is done with open violence, so as to attract the attention of the whole community and spread fear and terror. . .”).

88. See 42 U.S.C. §§ 1985-86.

89. Compare 42 U.S.C. § 1985(1)—(3) (“If two or more persons in any State or Territory conspire . . . by
force, intimidation, or threat . . . ), with 28 C.F.R. § 0.85(1) (2019) (defining terrorism as “the unlawful use of
force and violence against persons or property to intimidate or coerce a government, the civilian population, or
any segment thereof, in furtherance of political or social objectives”), and 18 U.S.C. § 2331(1)(B)(i)—(iii) (2018)
(defining terrorism as violent acts that “appear to be intended (i) to intimidate or coerce a civilian population;
(i) to influence the policy of a government by intimidation or coercion; or (iii) to affect the conduct of a
government”).

90. 42 U.S.C. § 1986.

91. See, e.g., McKinney v. S. White Knights, Knights of the Ku Klux Klan, No. 1:87-cv-565-CAM (N.D.
Ga. 1988), http://www.splcenter.org/sites/default/files/d6_legacy_files/mckinneyvsouthern_judgment.pdf
[https://perma.cc/YF3Z-THVX]; Donald v. United Klans of Am. Inc., Knights of the Ku Klux Klan, No.
84-0725-AH (S.D. Ala. 1987), http://www.splcenter.org/sites/default/files/d6_legacy_files/downloads/case
/beulahvunklan_judgment.pdf [https://perma.cc/B7HP-MMNR]. While these judgments do not mention the
specific claims, other court filings for both cases do. See Complaint, Williams v. S. White Knights of the Ku
Klux Klan, No. C87-565A, at 2 (N.D. Ga. 1987), http://www.splcenter.org/sites/default/files/d6_legacy
_files/mckinneyvsouthern_complaint.pdf [https://perma.cc/9IMNH-2SJ8]; Composite Complaint, Donald v.
United Klans of Am., No. 84-0725-C-S, at 3 (S.D. Ala. 1985), http://www.splcenter.org/sites/default/files/d6
_legacy_files/downloads/case/beulahvunklan_compcomplaint.pdf [https://perma.cc/2VFB-N5JQ].

92. See Joyner, supra note 85, at 455.
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Most modern victims of domestic terrorism, however, are not victims of the KKK
or other similar organizations.®® The main perpetrators of domestic terrorism attacks are
typically individuals with no formal organizational ties.’* As such, the conspiracy
requirement in Sections 1985 and 1986 precludes victims of individual perpetrators from
recovering under these statutes.”> These victims have instead filed a variety of tort claims
in an attempt to recover under civil law.%

B.  Challenges in Prosecuting Material Support for Terror

In the post-9/11 era, material support to terrorists has been the most commonly
charged terroristic-type crime, making the distinction between domestic and
international terrorism particularly relevant in analyzing the current legal gap.®” The
majority of material support cases have considered individuals associated with
international terrorist organizations and have held that a wide array of activities can
constitute material support.®® Prosecutors have charged individuals pursuant to a material
support statute for traveling to a foreign country to train with a foreign terrorist
organization,” attempting to transfer funds to a terrorist organization,'°’ and purchasing
the weapon used in an attack, even though the purchaser took no part in the actual
attack.'%!

Conversely, the material support statutes have rarely been used to prosecute
individuals associated with crimes meeting the definition of domestic terrorism under
Section 2331(5).'%2 Those who have been charged with material support in connection
to domestic terrorism have typically either pled guilty to the charge in exchange for a

93.  See BJELOPERA, supra note 38, at 53 (“[A]ccording to the FBI, when it comes to violence attributed
to white supremacist extremism, lone wolves play a prominent role.”).

94. See GEORGE MICHAEL, LONE WOLF TERROR AND THE RISE OF LEADERLESS RESISTANCE 3 (2012).

95. See 42 U.S.C. §§ 1985-86.

96. For example, after the Charleston church shooting, several family members of victims and victims’
estates sued the United States for wrongful death, survival, and conscious pain and suffering for allowing Dylann
Roof to purchase the gun used in the shooting despite his previous criminal record. See, e.g., Complaint, Jackson
v. United States, No. 2:16-cv-2359-RMG (D.S.C. June 30, 2016); Complaint, Pinckney v. United States, No
2:16-cv-2350-RMG (D.S.C. June 30, 2016); Complaint, Thompson v. United States, No. 2:16-cv-2357-RMG
(D.S.C. June 30, 2016).

97. CTR. ON LAW & SEC., N.Y. UNIV. SCH. OF LAW, TERRORIST TRIAL REPORT CARD: SEPTEMBER 11,
2001-SEPTEMBER 11,2011, at 13—14 (Karen J. Greenberg ed., 2011).

98. See, e.g., United States v. Young, 916 F.3d 368 (4th Cir. 2019); United States v. Goba, 220 F. Supp.
2d 182 (W.D.N.Y. 2002); Affidavit in Support of a Criminal Complaint, United States v. Sewell, No.
4:19-MJ-146 (N.D. Tex. Feb. 7, 2019); see also PROGRAM ON EXTREMISM, GEORGE WASHINGTON UNIV., GW
EXTREMISM TRACKER: TERRORISM IN THE UNITED STATES (2019), http://extremism.gwu.edu/sites/g/files
/zaxdzs2191/f/Feb19%20Update.pdf [https://perma.cc/XE27-JCUH].

99. See Goba, 220 F. Supp. 2d at 194 (quoting United States v. Lindh, 212 F. Supp. 2d 541, 577 (E.D.
Va. 2002)).

100. See Young, 916 F.3d at 374-75.

101. See Criminal Complaint at 3-5, United States v. Marquez, No 5:15-MJ-498 (C.D. Cal. Dec. 17,
2015).

102. Aaronson, Terrorism’s Double Standard, supra note 30.
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lesser sentence or had it dropped in favor of more serious charges carrying heavier
sentences. %3

For instance, domestic terrorists Eric Feight and Glendon Scott Crawford were both
arrested for and charged with material support under Section 2339A.!% Crawford
attempted to build a radiological death ray to kill Muslims within the United States and
recruited Feight to assist him in building a remote for this device.!® Although the
government originally charged both Crawford and Feight with material support, the
prosecutors eventually dropped the charge against Crawford in favor of other charges,
including attempting to produce and use a radiological dispersal device, conspiring to
use a weapon of mass destruction, and distributing information relating to weapons of
mass destruction.!% Crawford was eventually convicted and sentenced to thirty years.!%’
Feight, on the other hand, accepted a plea agreement for the material support charge and
received a ninety-seven month sentence.'% The limited and infrequent use of the material
support statutes, with regard to domestic terrorism, is complicated by the nature of these
attacks as well as the gaps that currently exist in the statutes for domestic actors.'?®

This Part aims to explain the difficulties of investigating and prosecuting domestic
terrorists under the material support statutes. Part II.B.1 discusses the role the internet
plays in prosecutions for material support to international and domestic terrorists, while
Part I1.B.2 discusses why domestic terrorism is more difficult than international terrorism
to detect, investigate, and prevent.

1. Online Radicalization and Material Support

Plaintiffs have sought to establish liability against internet platforms where
connections between foreign organizations and individuals who have subsequently
engaged in terrorism have been established.!'? Courts, however, have been hesitant to
extend liability here because of the tenuous connection between the internet platform and
the terrorist organization, the individual who perpetrated the attack, or the attack itself.!!!

For instance, in Crosby v. Twitter, Inc.,''? the U.S. District Court for the Eastern
District of Michigan failed to find that a social media network provided material support

103.  See, e.g., Trevor Aaronson, Homegrown Material Support: The Domestic Terrorism Law the Justice
Department Forgot, INTERCEPT (Mar. 23, 2019, 8:33 AM), http:/theintercept.com/2019/03/23/domestic
-terrorism-material-support-law/ [https://perma.cc/4A9V-EWHS] [hereinafter Aaronson, Homegrown Material
Support] (detailing the use of material support laws against domestic terrorists).

104. See Criminal Complaint at 2, United States v. Crawford, No. 1:13-MJ-312 (N.D.N.Y. June 18,2013).

105. Id. at 2—4; see also Aaronson, Homegrown Material Support, supra note 103.

106. Press Release, Office of Pub. Affairs, U.S. Dep’t of Justice, New York Man Sentenced to 30 Years
for Plot To Kill Muslims (Dec. 19, 2016) [hereinafter Press Release, Plot to Kill Muslims].

107. Id.

108. Id.; see also Plea Agreement, United States v. Feight, No. 14-CR-12 (GLS) (N.D.N.Y. Jan. 22,
2014).

109. See Aaronson, Homegrown Material Support, supra note 103.

110. See, e.g., Gonzalez v. Google, Inc., 335 F. Supp. 3d 1156, 1160 (N.D. Cal. 2018); Crosby v. Twitter,
Inc., 303 F. Supp. 3d 564, 567 (E.D. Mich. 2018), aff’d 921 F.3d 617 (6th Cir. 2019); Pennie v. Twitter, Inc.,
281 F. Supp. 3d. 874, 876 (N.D. Cal. 2017).

111.  See Crosby, 303 F. Supp. 3d at 578.

112. 303 F. Supp. 3d 564 (E.D. Mich. 2018), aff’d 921 F.3d 617 (6th Cir. 2019).
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to the Islamic State of Iraq and Syria (ISIS) after the 2016 Pulse Nightclub shooting.!!3
The court concluded that

although the plaintiffs have alleged that the defendants provided routine social

media services to ISIS, they have not pointed to any individual or cognizable

entity that the defendants plausibly knew to be facilitating or carrying out any

acts of terrorism, and to whom the defendants nevertheless knowingly

continued to provide services or support to in any form.!'4

In addition, the court refrained from characterizing the attack as an act of
international terrorism at all.!’> The court determined there was nothing that the shooter,
Omar Mateen, had said or done in connection with this attack “that had any transnational
component.”!'® The court found no support for the allegation that “because some acts of
ISIS are ‘international,” and because Mateen may have viewed [i]nternet postings or
videos sympathetic to ISIS’s cause, Mateen [was] an ‘international terrorist,” and any
violent act he committed there comprised ‘international terrorism.”!!”

However, liability for internet entities has not been litigated in the context of
domestic terrorism.''® One reason for this dichotomy is the absence of civil liability for
material support to domestic terrorists.!'® Section 2333 is explicitly limited to acts of
international terrorism.!?® Additionally, there are approximately one billion individuals
who use social media platforms on a daily basis.'?! It would seem unjust to criminally
punish these platforms for failure to notice one specific interaction that resulted in
violence out of millions of completely innocent interactions simultaneously occurring on
their platforms.'??

Further, domestic terrorists are not typically thought of as working together.'??
These individuals are consistently portrayed as lonely and socially isolated individuals
who are radicalized by the internet.'>* Because of this characterization, there have not

113.  Crosby, 303 F. Supp. 3d at 578.

114. Id. at 577.

115. See id. at 572-73.

116. Id.

117. Id. at 573.

118.  See Tate, supra note 39, at 1736-37.

119. Seeid. at 1741.

120. See 18 U.S.C. § 2333 (2018).

121. Emily Goldberg Knox, Note, The Slippery Slope of Material Support Prosecutions: Social Media
Support to Terrorists, 66 HASTINGS L.J. 295, 319 (2014) (“For example, approximately one billion people use
Facebook in over seventy languages. Twitter, which is offered in over twenty-one languages, has over 200
million users each day.” (footnotes omitted)).

122. Rachel E. VanLandingham, Jailing the Twitter Bird: Social Media, Material Support to Terrorism,
and Muzzling the Modern Press, 39 CARDOZO L. REV. 1, 7-8 (2017). But see Alexander Tsesis, Social Media
Accountability for Terrorist Propaganda, 86 FORDHAM L. REV. 605, 608 (2017) (arguing that the First
Amendment and the Communications Decency Act would not prohibit federal criminal prosecutions of content
intermediaries for failing to remove terrorist content).

123.  See BIELOPERA, supra note 38, at 53-54.

124.  See, e.g., Matt Gutman, Victor Ordonez & Emily Shapiro, The Lonely Lone Shooter: The Pittsburgh
Synagogue  Suspect’s  Apparently  Isolated Life, ABC NEws (Oct. 31, 2018, 4:29 PM),
http://abecnews.go.com/US/lonely-lone-shooter-pittsburgh-synagogue-suspects-apparently-isolated/story?id=58
872568 [https://perma.cc/E6FK-BUSU]; Olga Khazan, Why Many Mass Shooters Are ‘Loners,” ATLANTIC (Aug.
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been significant efforts to connect these seemingly independent attacks and understand
the ideology by which these individuals are connected.!?® The media has repeatedly
reported that recent terrorist attacks were motivated and inspired by past attacks aimed
at furthering similar beliefs.!?® Perpetrators of lone wolf attacks are able to connect and
communicate through the use of internet platforms and growing online communities of
hate.!?”

Instead of using mainstream social media platforms such as Facebook or Twitter,
many white supremacist communities have formed through fringe websites often created
for the sole purpose of fostering a place where users can freely share their hateful
ideologies with like-minded individuals.'?® Websites such as the Daily Stormer,
Stormfront, and 8chan cater to these ideologies and act as a support system for
individuals who espouse these beliefs.!?° For instance, prior to killing twenty-two people
in an El Paso Walmart, Patrick Crusius posted a manifesto on 8chan detailing his beliefs
and motivation for the attack.!3? This is the same website where the Christchurch shooter
in New Zealand and the synagogue shooter in Poway, California posted their manifestos
prior to their attacks.'3! In Dylann Roof’s manifesto, he praised the awakening he
experienced due to the online community he found and how this community inspired his

5, 2019, 1:43 PM), http://www.theatlantic.com/health/archive/2019/08/el-paso-shooting-when-loneliness-leads
-mass-murder/595498/ [https://perma.cc/JK W8-TCDS].
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(TRAP): A COLLECTION OF RESEARCH IDEAS, THOUGHTS, AND PERSPECTIVES 311, 321 (Andrew J. Bringuel et
al. eds., 2011) (asserting that considering these individuals as acting alone ignores “where lone wolves come
from,” “how lone wolves maintain their radical beliefs,” and “the possibility that lone wolves are not really
alone”).
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http://www.independent.co.uk/new128renton128siat128renton/brenton-tarrant-christchurch-shooter-attack-el-p
aso-norway-poway-a9076926.html [https://perma.cc/UV6B-A7GY].
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1:19-mj-00246-NYW (D. Colo. Nov. 2, 2019) (stating that the defendant “used several Facebook accounts to
promote white supremacy ideology and acts of violence”).

129. See, e.g., Kevin Crowe & David Heath, Sites Like Facebook, Google and Twitter Allowed White
Supremacists  To  Flourish. Now  What?, USA TODAY (Aug. 21, 2019, 10:10 AM),
http://www.usatoday.com/story/news/investigations/2019/08/21/4-chan-el-paso-new-zealand-shooter-white-su
premacy/2054378001/ [https://perma.cc/YR4N-2CWW]; Hatewatch Staff, Daily Stormer Website Goes Dark
Amid Chaos, S. POVERTY L. CTR. (Sept. 18, 2019), http://www.splcenter.org/hatewatch/2019/09/18/daily
-stormer-website-goes-dark-amid-chaos [https://perma.cc/JZ2T-MHQQ].
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/world/founder-8chan-wishes-he-could-uncreate-forum-popular-white-supremacists-n1039496
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attacks.'?? Yet, these individuals have largely been considered as acting independently
in their violent attacks.'33

Beyond the tenuous connections that exist in internet relationships, another obstacle
in both the international and domestic terrorism contexts is issues presented by the First
Amendment and the Communications Decency Act (CDA).!3* Under the CDA, internet
platforms are largely immune from liability for the content published on their websites
by third-party users.!3> Although there have been a few exceptions carved out of this
statute in recent years,!3® similar exceptions have not been created to cover terrorist
propaganda that is spread through internet platforms. '3’

The issue of prosecuting those connected to both domestic and international
terrorism is further complicated by the changing nature of terrorist recruitment,
radicalization, and organizational structure.!3® More often, individuals who have
perpetrated attacks have attributed their ideological beliefs to communities they have
found online.!3® While there is no formal organizational structure, these individuals are
connected through the internet and share a similar set of beliefs as well as a common
violent disposition in how to achieve their desired political goals.!*® For example, Patrick
Crusius posted a manifesto online less than half an hour before killing twenty-two people
in an El Paso Walmart.!#! In his manifesto, Crusius credits the Christchurch shooting in
New Zealand for his beliefs and inspiration for the attack.!'*> While Crusius’s manifesto
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Roof Said To Be ‘A Classic Lone Wolf,” L.A. TIMES (June 20, 2015, 3:00 AM), https:/www.latimes.com
/nation/la-na-charleston-lone-wolf-20150620-story.html; see also supra note 124 and accompanying text.
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135. See 47 U.S.C. § 230 (2018).
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Huon v. Denton, 841 F.3d 733, 742 (7th Cir. 2016) (holding that a website was not immune under the CDA
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151, 176 (2020) (arguing that exceptions to Section 230 aimed at curtailing online sex trafficking have largely
failed).
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http://fivethirtyeight.com/features/no-terrorist-is-a-lone-wolf/ [https://perma.cc/7JRQ-JTJ4] (“[A]nalysis also
showed that these same people were often involved in ideological communities—communities built online and
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demonstrates an unusually explicit connection between these seemingly remote attacks
and individuals, he is not alone among both domestic and international terrorists in
developing his beliefs online.!'#?

2. The Domestic Terrorism Threat

The rise in online communities of hate and radicalization has also contributed to
the increase in attacks perpetrated by lone-wolf actors within the United States.!#* Since
two attacks in the 1950s, lone-wolf terrorism has increased sixteen-fold with thirty-two
attacks committed by individuals in the 2000s.'4> Globally these numbers translate into
a 143% increase in lone-wolf attacks.!*® These actors typically have no ties to a formal
organization and instead act on their own in furtherance of a particular ideology.'4” These
characteristics make lone-wolf terrorists much harder to track and investigate, decreasing
the probability that such individuals will be apprehended prior to an attack.'*®

It is misleading, however, to consider these individuals as acting completely
alone.'* While many of these individuals commit their actions entirely on their own,
some attackers have assistance in carrying out their acts even without ties to a formal
organization.'>® Others find support online through communities of people with similar
views.!?! In this Comment, discussion of lone-wolf domestic terrorists focuses on those
not associated with a formal group, regardless of whether they work alone or with another
individual.!

http://www.washingtonpost.com/world/2019/08/06/christchurch-endures-extremist-touchstone-investigators-pr
obe-suspected-el-paso-manifesto/ [https://perma.cc/ETE2-KL39].

143.  See, e.g., Crosby v. Twitter, Inc., 303 F. Supp. 3d 564, 572—73 (E.D. Mich. 2018), aff’d 921 F.3d
617 (6th Cir. 2019) (discussing the Pulse Night Club shooter’s social media usage and interaction with online
ISIS propaganda); Davis, The Anti-Jewish Manifesto, supra note 3; McLaughlin, supra note 3 (quoting Dylann
Roof’s manifesto in full, where he discusses finding support for his beliefs in communities online).

144. See Goodman, supra note 70, at 158; Brian J. Phillips, Deadlier in the U.S.? On Lone Wolves,
Terrorist Groups, and Attack Lethality, 29 TERRORISM & POL. VIOLENCE 533, 535 (2017) (asserting that the
number of lone-wolf attacks in the United States has increased each decade since the 1970s).

145. SEC. STUDIES PROGRAM, NAT’L SEC. CRITICAL ISSUE TASK FORCE, LONE WOLF TERRORISM 10
(2015).
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147. MICHAEL, supra note 94, at 3.

148. Id. at3.

149. See McLaughlin, supra note 3 (discussing how Dylann Roof found support for his beliefs in
communities online).

150. See United States v. Nichols, 132 F. Supp. 2d 931, 933-34 (D. Colo. 2001) (denying a motion to
vacate the sentence of Timothy McVeigh’s coconspirator, Terry Nichols).

151. See, e.g., McLaughlin, supra note 3.

152. See Raffacllo Pantucci, 4 Typology of Lone Wolves: Preliminary Analysis of Lone Islamist
Terrorists, in DEVELOPMENTS IN RADICALISATION AND POLITICAL VIOLENCE 9 (Int’l Ctr. for the Study of
Radicalisation & Political Violence, 2011) (expanding his definition of lone wolf to include “small isolated
groups pursuing the goal of . . . terrorism together under the same ideology, but without the sort of external
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Lone-wolf attacks are especially problematic in combatting terrorism because
would-be lone-wolf terrorists are much harder to discover and track prior to an attack.'33
For instance, the “Unabomber,” Ted Kaczynski, evaded arrest for seventeen years after
his first attack, which allowed him to conduct fifteen more bombings, killing three
individuals and injuring twenty-four in total.'>* Even the FBI’s website marvels at his
elusiveness, stating,

How do you catch a twisted genius who aspires to be the perfect,
anonymous killer—who builds untraceable bombs and delivers them
to random targets, who leaves false clues to throw off authorities, who
lives like a recluse in the mountains of Montana and tells no one of
his secret crimes?!
This ability to go undetected for such a long period of time continues to be the most
significant obstacle in combatting domestic terrorism in the United States.!

Lone wolves, because of their independence and ability to go unnoticed in society,
are exceptionally dangerous.!>” They are not influenced by group pressure or collective
decision-making processes, which allows them to adapt to changing situations much
faster than an organization could.'>® For example, in Eric Rudolph’s confession and
justification for his attack on the 1996 Summer Olympics in Atlanta, he detailed how he
adjusted his plans and made changes on a whim to adapt to new developments.'®

Conversely, Feight and Crawford were apprehended before they could carry out
their planned attack.'®” The ability of law enforcement to investigate and arrest these
individuals was largely due to their self-proclaimed organizational ties to the KKK and
Crawford’s willingness to reach out to the organization for assistance.'®' Without this
organizational connection, Feight and Crawford would have likely gone unnoticed.'®?
Similarly, last year the FBI arrested Richard Holzer, who intended to poison an entire
synagogue congregation as well as blow up their building to prevent worship.!163 As a
former KKK member and current skinhead, his organizational ties and willingness to
reach out to the online white supremacist community were the reasons the FBI was
initially alerted to his plans.'64

153. MICHAEL, supra note 94, at 3.

154.  Unabomber, FBI, http://www.fbi.gov/history/famous-cases/unabomber [https://perma.cc/M6BU
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Despite the success of law enforcement in apprehending individuals such as
Crawford, Feight, and Holzer prior to their planned attacks, preventative arrests are not
common when it comes to domestic terrorism.'6> Legislators and law enforcement
officials face significant obstacles in drafting laws and creating procedures that target the
amorphous online networks and the individual actors who are encouraged and inspired
by their peers online.!%

C.  Proposed Solutions in Congress

In response to the significant number of attacks attributed to far-right extremism,
there have been several proposals by congressmembers to address this issue.!®” These
proposals fall into two broad categories based on their intended effects—research and
information gathering'®® and criminalizing domestic terrorism.'® Part II.C.1 discusses
the bills that focus on information gathering. These bills have received far less media
attention than their counterparts that suggest criminalizing domestic terrorism. Part
I1.C.2 turns to the bills that propose criminalizing domestic terrorism criminal penalties
and the debates surrounding this potential solution.

1. Research and Information Gathering

While some members of Congress aim to take immediate and decisive action to
address the domestic terrorism threat, others believe more information is necessary
before determining a course of action.!”® In January 2020, Senator Dick Durbin (D-IL)
introduced the Domestic Terrorism Prevention Act of 2020.'”! This proposed bill
documented the findings of several studies on white supremacy and other far-right
ideologies.!”? If implemented, the bill would authorize several offices within federal
agencies to focus specifically on the domestic terrorism threat and subsequently require

165. See BJELOPERA, supra note 38, at 54.

166. See id. at 53—55.

167. See, e.g., Domestic Terrorism Prevention Act of 2020, S. 3190, 116th Cong. (2020); Confronting
the Threat of Domestic Terrorism Act, H.R. 4192, 116th Cong. (2019); Domestic Terrorism Penalties Act of
2019, H.R. 4187, 116th Cong. (2019).

168. See, e.g., S. 3190; Raising the Bar Act of 2019, H.R. 5209, 116th Cong. (2019); National
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169. See, e.g., HR. 4192; H.R. 4187.

170. See, e.g., Emily Birnbaum & Chris Mills Rodrigo, House Homeland Security Committee Advances
Online Extremism Bill, HILL (Oct. 23, 2019, 10:40 AM), http://thehill.com/policy/national-security/467076
-house-homeland-committee-advances-online-extremism-bill [https://perma.cc/7XBX-RCPE].

171.  S.3190. A similar version of this bill was originally introduced by Senator Durbin in March 2019.
See Domestic Terrorism Prevention Act of 2019, S. 894, 116th Cong. (2019). The main differences between the
two versions of this bill are requiring more frequent reports to Congress, specifying that “White supremacism”
is one subcategory of domestic terrorism that must be included in the reports, and focusing special attention on
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rigorous reporting from these offices and agencies.'”3 It does not, however, propose any
changes to the criminal code or any criminal penalties specific to acts of domestic
terrorism.!74

Although Senator Durbin’s bill does not mention or address the use of the internet
by domestic terrorists,!7> two bills introduced in late 2019 focus on this issue directly.!7®
In October 2019, Congressman Bennie Thompson (D-MS) introduced the National
Commission on Online Platforms and Homeland Security Act, which proposed the
creation of a commission charged with “identify[ing], examin[ing], and report[ing]” on
how online platforms have been used to further acts of terrorism, the potential impact
this use has on free speech and civil liberties, and policies and procedures the owners of
online platforms have to prevent or limit this use.!”” After conducting this research, the
commission would be charged with recommending how to address this use without
infringing on “free speech and innovation on the internet.”!”®

In November 2019, Congressman Max Rose (D-NY) introduced the Raising the
Bar Act of 2019, which proposed the creation of an “exercise program” to gather data on
how participating technology companies adhered to their terrorist content moderation
policies.!” The bill would provide funding to a university to run several exercises in
which “trusted flaggers” would alert participating companies to terrorist content on their
platforms and then track their response to determine if they were compliant with their
stated policies and rate companies accordingly.'®® The program would also track the
frequency of flagged content, the number of removed posts and accounts, and any
emerging trends in the data, among other things.'®! However, neither Congressman
Thompson’s nor Congressman Rose’s bill criminalizes any activity or suggests potential
next steps once the data is collected and reported.'3?

Only one bill has successfully made it out of its relevant committee and passed in
the U.S. House of Representatives.'8> This bill, also authored by Congressman
Thompson, is similar to Senator Durbin’s bill because it requires annual reporting to
Congress.' These reports, submitted by the FBI director, Secretary of Homeland
Security, and the Attorney General, would be required to provide information on
investigative policies, federal compliance with privacy and civil liberties, threat
prioritization and the methodology for identifying acts of terrorism, and data on incidents

173.  See id. § 4. The domestic terrorism divisions within the Department of Homeland Security, the FBI,
and the Department of Justice would be tasked with implementing the bill’s provisions. /d.
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and attempted incidents since the last report.'®5 One major difference, however, is that
Congressman Thompson’s bill is not limited to domestic terrorism but also includes
international terrorism reporting requirements.'3

2. Criminalizing Domestic Terrorism

In contrast to bills that would require mere information gathering, two additional
bills introduced in the weeks immediately following the August 2019, El Paso Walmart
shooting proposed more concrete action: criminalizing domestic terrorism.!®” This
shooting in particular ignited a renewed debate about whether domestic terrorism should
be criminalized as a charge of its own.!3® First, Congressman Randy Weber (R-TX)
introduced a bill in the U.S. House of Representatives that would achieve this goal by
defining the charge of domestic terrorism and adding corresponding penalties under a
new Section, 2339E.'% The penalties under this new provision would be scaled
according to the specific act of terrorism committed.'*® The bill does not discuss whether
Section 2339A would be amended to include this new crime under the material support
statutes.'?!

Within the same week, Congressman Adam Schiff (D-CA) introduced a similar
bill.!2 While Congressman Schiff also proposed criminalizing domestic terrorism and
amending Title 18 of the U.S. Code, he instead included this provision under Section
2332.193 Rather than including penalties corresponding to certain types of acts similar to
those in Congressman Weber’s bill, Congressman Schiff proposed the penalties be the
same as those listed under Section 2332b(c).!** Additionally, he restricted prosecution
under this new provision by requiring that the Attorney General first approve the United
States’ ability to prosecute.!”> Finally, Congressman Schiff’s bill would subsequently
amend Section 2339A by adding his new code section to the list of crimes currently
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enumerated.!”® Neither of these bills discussed domestic terrorists’ use of online
platforms.'®7

Proponents of these bills assert that criminalizing domestic terrorism is necessary
to adequately address the issue and deter attacks in the future.!”® They argue that by
calling these attacks terrorism, American citizens will take these threats more seriously
and be more likely to report potential attackers to the appropriate authorities.!*® Others
believe a domestic terrorism charge will fill current gaps in criminal law and diffuse the
perception that only actors of certain demographics can be terrorists.?°

However, many others criticize these bills by asserting that a federal charge of
domestic terrorism is unnecessary because would-be domestic terrorists under the
proposed provisions are already being prosecuted under other criminal statutes.!
Despite the lack of a terrorist label, there have been no shortage of charges against
individuals like Dylann Roof,?? Robert Gregory Bowers,??? and Alex James Fields.?0*
There have even been several instances where prosecutors have dropped charges of
material support against individuals whose actions would constitute terrorism in favor of
other charges that carry higher criminal penalties.?% These critics further contend that
these new provisions would allow the federal government to unjustly target individuals
and groups in opposition to the government?*® as well as racial and social minorities.?’”

Some critics believe that penalties for domestic terrorism would likely violate the
First Amendment rights of free speech and freedom of association.??® For instance, the
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Supreme Court has held that monetary donations to designated foreign terrorist
organizations are not protected under the First Amendment.?%° This holding is in contrast
to laws that allow donations to domestic political organizations.?!® In United States v.
Afshari?'' the defendants were charged under Section 2339B for having solicited
donations for the Mujahedin-e Khalq (MEK) despite having knowledge that the MEK
was a designated foreign terrorist organization.?'> The United States Court of Appeals
for the Ninth Circuit, ruling on the constitutionality of the terrorist designation statute,
explicitly distinguished between foreign and domestic organizations,?!® suggesting that
contributions to domestic groups such as the KKK may be afforded constitutional
protection.!4

Opponents also contend that creating a designated domestic terrorist organization
list, similar to the list that exists for foreign groups, could be unconstitutional.?! Foreign
organizations located outside of the United States do not enjoy First Amendment
protections such as freedom of speech and freedom of association.?'® However, the First
Amendment does apply to domestic individuals and organizations.”!” As such, a
domestic terrorist organization list would likely infringe on the civil liberties and
constitutional freedoms of Americans participating in these organizations.?!® In the face
of these issues, critics believe the best course of action is to continue prosecuting acts of
domestic terrorism under already existing criminal statutes.?!”

This is not the first time that similar issues and concerns have been raised with
regard to creating laws that may restrict the rights of certain groups of Americans.??
During the Cold War era, membership in any “society, group, or assembly of persons”
that encouraged the overthrow of the government was criminalized under the Smith
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Act.2?! Congress intended this Act to combat the growth of communism in the United
States.??? In Scales v. United States,*** the Supreme Court affirmed the conviction of the
defendant for active membership in the Communist Party of the United States and upheld
the constitutional validity of the Smith Act’s membership requirement despite the
looming First Amendment concerns.??*

The Scales test for determining membership in such an organization addressed
many concerns that are strikingly similar to issues currently being debated regarding
domestic terrorism.?2> The two-part Scales test requires both the individual’s active
participation in the group’s activities and the specific intent to facilitate the group’s
unlawful ends.??® While the threat of domestic terrorism largely stems from individual
action as compared to the collective action pondered by the Smith Act and resulting
Scales test, parallels between the two antigovernment movements can prove helpful in
thinking about domestic terrorism.??’

III. DISCUSSION

This Section proposes several amendments to the material support statutes to fill
the current gaps that exist in terrorism laws and create greater accountability through
civil liability for acts meeting the current definition of domestic terrorism in Section
2331.228 Part III.A advocates for eliminating the distinction between domestic and
international terrorism in Title 18. It also contends that acts of terrorism, even those
committed by individuals with jihadi ideologies, can fall between the cracks created by
these definitional differences. It further discusses whether a designated domestic terrorist
organization list is necessary and what such a list may entail. Part IIL.B advocates for
amending the definition of material support to account for the evolving nature of
terrorism, including decentralized organizations and increased internet usage. It
additionally provides a refined analysis for determining who is liable under the material
support statutes.

A.  Eliminate the Distinction Between Domestic and International Terrorism

The debates surrounding how to address domestic terrorism are not new.??’
However, the events of September 11, 2001 led to a dramatic shift in how acts of terror
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were characterized and discussed throughout the government?*? and in the media.?*! As
federal law enforcement focused primarily on international jihadi terror and actors whose
plots originated and sometimes even occurred outside American borders, efforts
addressing similar acts occurring within the United States remained stagnant and
underdeveloped.?*? The current debate primarily focuses on whether an independent
criminal charge and corresponding civil liability should be created for domestic terrorism
in the same way it currently exists for international terrorism.?33 However, there has been
very little discussion about whether the distinction between the two is necessary at all.?3*
Part ITI.A.1 discusses the gap created by the different definitions for international and
domestic terrorism and why eliminating this distinction would close this gap. Part I11.A.2
furthers the discussion of why the distinction should be eliminated by discussing whether
a list, similar to the designated foreign terrorist organization list, should be created for
the domestic context and the implications of such a list.

1. Filling the Gap in the Law

As evidenced in Crosby, the distinction between domestic and international
terrorism is not only unhelpful in addressing many of the attacks occurring in the United
States but it also creates a significant gap in the law.?3> The Pulse Night Club shooter,
Omar Mateen, is a prime example of this gap.?*® Mateen, an American citizen with
Afghani heritage,??” was radicalized by ISIS propaganda he found through the internet.?38
Mateen had traveled to Saudi Arabia twice for religious pilgrimages,>*® was briefly on
an FBI terrorist watchlist for “inflammatory comments claiming connections to overseas
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NET POL. (June 16, 2016), http://www.cfr.org/blog/orlando-massacre-and-conundrum-online-radicalization
[https://perma.cc/LKZ7-ELXG].

239. Mazzetti et al., supra note 237.
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terrorists,”?4? had ties to an ISIS suicide bomber,>*! and perhaps most importantly, had
pledged his allegiance to ISIS both prior to and during the attack itself.?*> Despite these
facts and ISIS’s claim of responsibility for the attack,>** the U.S. District Court for the
Eastern District of Michigan held that Mateen’s attack, killing forty-nine Americans, was
not an act of international terrorism.?**

Mateen’s actions would clearly be considered terrorism under the Code of Federal
Regulations.>* Additionally, these acts would meet the definitions for terrorism
provided in Section 2331 absent the geographical distinctions between Sections
2331(1)(C) and 2331(5)(C).2*® The court determined the attack did not meet the Section
2331(1) definition of international terrorism,?’ but if it had characterized Mateen’s
actions as acts of domestic terrorism, it would be misleading because doing so ignores
the glaring link to an organization currently on the designated foreign terrorist
organization list.248

Creating a criminal charge for domestic terrorism would fail to address the gap
illustrated in Crosby because individuals such as Mateen—an American citizen located
in the United States, who planned and perpetrated an attack entirely in the United States,
and who was inspired by a foreign terrorist organization online—would still fall through
the cracks.?*® A more effective solution would instead be to eliminate the distinction
between domestic and international terrorism that currently exists under the law.?>° This
solution would first require amending Section 2331 to remove the separate definitions

240. Id.

241. Id.

242. Kevin Sullivan, Ellen Nakashima, Matt Zapotosky & Mark Berman, Orlando Shooter Posted
Messages on Facebook Pledging Allegiance to the Leader of ISIS and Vowing More Attacks, WASH. POST (June
15, 2016),  http://www.washingtonpost.com/world/national-security/investigation-into-orlando-shooting
-continues-no-impending-charges-expected/2016/06/15/c3eccf5e-3333-11e6-8758-d58e76e11b12_story.html
[https://perma.cc/4ALCV-7PLW].

243. Rukmini Callimachi, Was Orlando Shooter Really Acting for ISIS? For ISIS, It’s All the Same, N.Y .
TIMES (June 12, 2016), http://www.nytimes.com/2016/06/13/us/orlando-omar-mateen-isis.html
[https://perma.cc/UD99-6RGW] (“Mr. Adnani [ISIS’s spokesman] made clear that anyone and everyone could,
and should, carry out acts of terror in the group’s name. . . . [A]fter it was known that Mr. Mateen had invoked
ISIS, the group’s official news agency issued a bulletin . . . confirming that Mr. Mateen was acting on the Islamic
State’s behalf.”).

244. Crosby v. Twitter, Inc., 303 F. Supp. 3d 564, 567, 57273 (E.D. Mich. 2018), aff’d, 921 F. 3d 617
(6th Cir. 2019).

245. See 28 C.F.R. § 0.85(1) (2019) (defining terrorism as “the unlawful use of force and violence against
persons or property to intimidate or coerce a government, the civilian population, or any segment thereof, in
furtherance of political or social objectives”).

246. See 18 U.S.C. § 2331(1), (5) (2018).

247. Section 2331(1)(C) defines international terrorism as acts that “occur primarily outside the territorial
jurisdiction of the United States, or transcend national boundaries in terms of the means by which they are
accomplished, the persons they appear intended to intimidate or coerce, or the locale in which their perpetrators
operate or seek asylum.” /d.

248. See Crosby, 303 F. Supp. 3d at 572-73; Dan Frosch & Nicole Hong, Transcripts Show ISIS Influence
on Orlando Gunman, WALL STREET J. (Sept. 27, 2016, 8:38 PM), http://www.wsj.com/articles
/transcripts-show-isis-influence-on-orlando-gunman-1475023090 [https://perma.cc/3QK5-ACS5Y]; see also
Foreign Terrorist Organizations, supra note 72.

249. See Crosby, 303 F. Supp. 3d at 572-73.

250. See 18 U.S.C. § 2331(1), (5).
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for international and domestic terrorism.?’! By removing subsections (1)(C) and
(5)(C)**? and amending subsection (1)(A) to eliminate the phrasing “or that would be a
criminal violation if committed within the jurisdiction of the United States or of any
State,”?33 the definitions would become identical and could therefore be combined into
one all-encompassing definition of terrorism.?>* Consequently, it would no longer be
legally relevant where an attack originated or where the individuals or organizations
associated were located.?>

Further, other provisions within Title 18 should also be amended to complete this
solution.?® While this Comment focuses specifically on the material support statutes in
Sections 2339A and 2339B, under this proposal, the code provision dealing specifically
with “acts of terrorism transcending national boundaries”—Section 2332b—would have
to be amended to eliminate references to international acts.>3” Additionally, while civil
liability for acts violating Section 2339A already exists under Section 2333,25% such
claims are limited by the language in Section 2333, which restricts civil liability to “act[s]
of international terrorism.”?*® By removing this language, civil liability would be
established for those who provide material support for any act listed under Section 2339A
regardless of its geographic ties.?®® This change could help create civil liability for
institutional actors who knowingly assist a domestic terrorist.2¢!

For example, in August 2019, a man was arrested after making terroristic threats
against Temple University while buying rifle ammunition at a local Walmart.2%
Although the employee who overheard these threats properly reported the incident,?6
under this Comment’s proposed amendments to the material support statutes, a failure to
report such communication could create liability for Walmart under Sections 2339A and
2333.264 1t is important to note that without these amendments Walmart might still be

251. Seeid.

252. Seeid. § 2331(1)(C) (“The term ‘international terrorism’ means activities that . . . occur primarily
outside the territorial jurisdiction of the United States, or transcend national boundaries in terms of the means
by which they are accomplished, the persons they appear intended to intimidate or coerce, or the locale in which
their perpetrators operate or seek asylum.”); Id. § 2331(5)(C) (“The term ‘domestic terrorism’ means activities
that . . . occur primarily within the territorial jurisdiction of the United States.”).

253. Id. § 2331(1)(A).

254. Seeid. § 2331(1), (5).

255. Seeid.

256. See, e.g.,id. § 2333.

257. See id. § 2332b (prohibiting “[a]cts of terrorism transcending national boundaries™).

258. See, e.g., Boim v. Quranic Literacy Inst., 291 F.3d 1000, 1015 (7th Cir. 2002), overruled in part sub
nom. Boim v. Holy Land Found. for Relief & Dev., 549 F.3d 685 (7th Cir. 2008) (en banc).

259. 18 U.S.C. § 2333.

260. See id.

261. See, e.g., In re Chiquita Brands Int’l, Inc., 284 F. Supp. 3d 1284, 1316 (S.D. Fla. 2018) (dismissing
a motion for summary judgment against a U.S. corporation under Section 2333 where there was underlying
Section 2339A activity).

262. Rita Giordano, Bucks County Man Charged with Terroristic Threats Against Temple University,
PHILA. INQUIRER (Aug. 3, 2019), http://www.inquirer.com/news/threats-arrest-temple-university-ammunition
-bucks-county-walmart-20190803.html [https://perma.cc/3SHA-9XLV].

263. Id.

264. See, e.g., In re Chiquita Brands, 284 F. Supp. 3d at 1316; see also 18 U.S.C. §§ 2333, 2339A (2018).
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criminally liable under Section 2339A.265 These amendments are significant because
they would create civil liability for an institutional actor such as Walmart whom the
federal government is unlikely to charge criminally?®® but still knowingly sold
ammunition despite being fully aware of this man’s intentions.?6”

2.  Designated Domestic Terrorism List?

This proposal does not suggest eliminating the designated foreign terrorist
organization list or creating a similar list to address domestic organizations.?%® Although
recently there have been renewed discussions regarding designating domestic groups as
terrorist organizations as a result of the 2020 Black Lives Matter protests,%° the creation
of such a list would likely face significant constitutional obstacles by intruding on
individuals’ right of association.?’® The government and those in power could also use a
domestic list as a tool to target opposition groups.?’! These same issues do not apply to
foreign organizations who do not enjoy First Amendment protections.?”?

Even before the 2020 Black Lives Matter protests,?’? there had been calls for the
Trump administration to designate a white supremacist group as a terrorist

265. See 18 U.S.C. § 2339A.

266. See, e.g., In re Chiquita Brands, 284 F. Supp. 3d at 1307-09 (discussing the necessity of a predicate
criminal violation under Section 2339A to successfully plead a Section 2333 claim). There is currently no
parallel case that criminally charges Chiquita Brands under Section 2339A for allegedly providing monetary
support to the FARC in Colombia. Id.; see also Foreign Terrorist Organizations, supra note 72 (listing the
FARC as a DFTO since 1997).

267. Giordano, supra note 262.

268. See Foreign Terrorist Organizations, supra note 72. But see BIELOPERA, supra note 38, at 58 (“[TThe
absence of a designation regimen for domestic terrorist groups makes it harder for the federal government to
discredit such groups, . . . strengthen public understanding of the domestic terrorist threat, [and] . . . communicate
exactly what the threat is to its own agencies, let alone local or state entities.”).

269. See Donald J. Trump (@realDonaldTrump), TWITTER (May 31, 2020, 12:23 PM),
http://twitter.com/realDonald Trump/status/1267129644228247552 [https://perma.cc/SEE2-73E4] (“The United
States of America will be designating ANTIFA as a Terrorist Organization.”). In the days and weeks following
President Trump’s tweet during the 2020 Black Lives Matter protests, various online petitions and Twitter trends
emerged calling for the KKK to be designated as a terrorist organization. See, e.g., Trevor Powers, Declare the
KKK a Terrorist Organization, CHANGE.ORG (June 2, 2020), http://www.change.org/p/donald-j
-trump-declare-the-kkk-a-terrorist-organization [https://perma.cc/6BZX-9EHU]; A K, Declare the KKK a
Terrorist Organization, CHANGE.ORG (June 4, 2020), http://www.change.org/p/department-of-homeland
-security-declare-the-kkk-a-terrorist-organization [https://perma.cc/9NCP-XBNT].

270. BIELOPERA, supra note 38, at 9; Domestic Terrorism Conference Series: Combating Domestic
Terrorism With Thomas Brzozowski, supra note 215; Foreign Terrorist Organizations, supra note 72.

271. Ford, supra note 206.

272. See supra notes 208-219 and accompanying text.

273. These protests began in response to the death of George Floyd and denounced police brutality
against African Americans as well as called for significant reforms to policing in the United States. See
#DefundThePolice, BLACK LIVES MATTER (May 30, 2020), http://blacklivesmatter.com/defundthepolice/
[https://perma.cc/BJOP-VI83]. During these protests, the extremist Boogaloo movement gained notoriety after
three members were arrested in Las Vegas for conspiracy to damage and destroy by fire and explosive. See
Complaint at 2, United States v. Parshall, No. 2:20-mj-00456-BNW (D. Nev. June 2, 2020). This movement will
not be discussed in detail in this Comment because its members do not necessarily adhere to a white supremacist
ideology (the focus of this Comment) but instead subscribe to a range of ideologies spanning the political
spectrum. Jane Coaston, The “Boogaloo” “Movement,” Explained, VOX (June 8, 2020, 4:50 PM),
http://www.vox.com/2020/6/8/2127691 1/boogaloo-explained-civil-war-protests [https://perma.cc/U9TY
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organization.?’* Reports indicated that the most likely candidate would be the group
Atomwaffen Division (AWD).?’> However, the less well-known group Russian Imperial
Movement (RIM) was declared a Specially Designated Global Terrorist (SDGT)
instead.?’% 1t is likely this substitution occurred because of AWD’s significant presence
in the United States.?’” The State Department does not have the authority to designate
domestic groups as terrorist organizations.?’® Therefore, while AWD does have a foreign
presence,?”® its U.S. origins, attacks, and leadership base place the group in a
constitutional gray area.?8? Consequently, recent calls to designate other groups with U.S.
origins and even less foreign presence as terrorist organizations would face significant
constitutional hurdles.?8!

A designated domestic terrorist organization list would fail to grasp the current
structure and characterization of the domestic terrorism threat in the United States.?8?

-S8BU]. Despite ideological differences, Boogaloos are primarily connected through a pro-gun and
antigovernment culture. /d.

274. See, e.g., Letter from Max Rose and Members of Congress, to Michael Pompeo, Sec’y of State (Oct.
16, 2019).

275. Natasha Bertrand, Nahal Toosi & Daniel Lippman, State Pushes to List White Supremacist Group
as Terrorist Org, POLITICO (Mar. 9, 2020, 3:21 PM), http://www.politico.com/news/2020/03/09/state
-department-white-supremacist-group-124500 [https://perma.cc/EG7X-AWS83].

276. Nathan A. Sales, Designation of the Russian Imperial Movement, U.S. DEP’T STATE (Apr. 6, 2020),
http://www .state.gov/designation-of-the-russian-imperial-movement/ [https://perma.cc/Z4WR-DARV]. While
this is significant because it is the first white supremacist group to be labeled as terrorists, the SDGT designation
is much more limited in legal remedies than if the group was listed as a designated foreign terrorist organization
(DFTO). See Jon Lewis & Mary B. McCord, The State Department Should Designate the Russian Imperial
Movement as a Foreign Terrorist Organization, LAWFARE (Apr. 14, 2020, 2:14 PM),
http://www.lawfareblog.com/state-department-should-designate-russian-imperial-movement-foreign-terrorist-o
rganization [https:/perma.cc/8NV5-HK2K], for an in-depth discussion of the difference in legal remedies
between the SDGT and DFTO designations. Currently, there are no white supremacist groups on the DFTO list.
See Foreign Terrorist Organizations, supra note 72.

277.  Compare JACOB WARE, SIEGE: THE ATOMWAFFEN DIVISION AND RISING FAR-RIGHT TERRORISM IN
THE UNITED STATES 2, 4-6 (2019) (stating that “[t]he Atomwaffen Division is a small neo-Nazi terrorist
organisation mainly active in the United States” and detailing their activity within the United States), with
Daveed Gartenstein-Ross, Samuel Hodgson & Colin P. Clarke, The Russian Imperial Movement (RIM) and its
Links to the Transnational White Supremacist Extremist Movement, INT’L CTR. FOR COUNTER-TERRORISM — THE
HAGUE (Apr. 24, 2020), http:/icct.nl/publication/the-russian-imperial-movement-rim-and-its-links-to-the
-transnational-white-supremacist-extremist-movement/ [https://perma.cc/59ZT-9AKL] (describing RIM as “an
ultranationalist, pro-monarchist organization based in Russia” that is “seeking to establish an international
network”).

278. See Office of the Spokesperson, Terrorism Designations FAQs, U.S. DEP’T STATE (Feb. 28, 2018),
http://www.state.gov/terrorism-designations-faqs/ [https://perma.cc/P6HW-ECKG] (stating that a requirement
for designation as either a DFTO or SDGT requires the individual or entity to be “foreign”).

279. See WARE, supra note 277, at 6 (stating that AWD has expanded to Canada, Germany, and may have
connections in Ukraine).

280. See Jason M. Blazakis, Better Intel Could Help the US Designate White Supremacist Groups as
Terrorists, HILL (Mar. 25, 2020, 3:00 PM), http://thehill.com/opinion/national-security/488571-better-intel
-could-help-the-us-designate-white-supremacist-groups [https://perma.cc/RUP6-D24U].

281. See BJELOPERA, supra note 38, at 9.

282. See supra Part11.B.2; see also Joshua Fisher-Birch, Atomwaffen Division Claims to Have Disbanded,
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While white supremacist organizations still exist in the United States and continue to
pose a threat to the safety and security of Americans, the current white supremacist threat
differs significantly from the threat of international terrorism.?®® Unlike their
international counterparts, domestic terrorists generally operate without ties to a formal
organization.?34

Many domestic terrorists are caught only after reaching out to an organization such
as the KKK.?% This connection between the individual and the organization is often
essential in alerting law enforcement to potential plots and facilitating arrests prior to any
attack.?%¢ Those individuals who do not reach out to others for assistance are significantly
less likely to be apprehended prior to committing their violent acts.?%” Because the threat
from lone-wolf terrorists is the most significant cause for concern, a designated domestic
terrorist organization list would not be effective in addressing this threat.?88

As discussed above, recent domestic terrorist attacks have overwhelmingly been
characterized as isolated acts by lone-wolf actors.?8? While at face value attacks such as
those by Dylann Roof and Patrick Crusius appear isolated, both individuals turned to
online communities instead of formal organizations to foster their ideologies and provide
motivation for their attacks.?®® A designated domestic terrorist organization list would
not adequately address online communities that lack a formal organizational structure.?”!

Although one potential solution could be to form a suspicious website list where IP
addresses of individuals who visit these sites are tracked,?? this would likely be an
incomplete and ineffective solution, even if it were to survive constitutional scrutiny.?%3
Constitutional issues aside,?* this solution would be ineffective because tracking every
visit to the website is likely to create overly broad monitoring. It likely would include
individuals who do not associate with a white supremacist ideology, as well as passive
followers of such an ideology who do not actively participate or would not engage in

announced that the group would be disbanded and speculating that this was a strategy to avoid designation as a
terrorist organization).

283. See BIELOPERA, supra note 38, at 1922 (detailing the state of major white supremacist movements
and groups currently operating in the United States).

284. See id. at 50.

285. See, e.g., Aaronson, Homegrown Material Support, supra note 103 (discussing that the FBI was
alerted to Crawford’s plan by a KKK imperial wizard turned FBI informant); Affidavit in Support of Criminal
Complaint, supra note 128, at 2-3.

286. See, e.g., Aaronson, Homegrown Material Support, supra note 103.

287. See BIELOPERA, supra note 38, at 54 (stating that lone wolves present significant challenges for law
enforcement because they do not have organizations that can be infiltrated, communications that can be traced,
or conspirators that can be turned into informants).

288. See id. at 53-54.

289. See supra Part 11.B.2 for a discussion of domestic terrorism and lone wolf actors.

290. See supra notes 130—143 for a discussion of Dylann Roof’s and Patrick Crusius’s internet usage
prior to their acts of terror.

291. See Chesney, Sleeper Scenario, supra note 57, at 73-74.

292. Examples of such websites include those known for espousing white supremacist ideologies such as
8chan, 4chan, Stormfront, etc. See Crowe & Heath, supra note 129.

293.  See Tate, supra note 39, at 1751-53 (discussing the difficulties in holding fringe websites, such as
IronFront.org, liable despite knowledge of their users’ activity).

294. While constitutional issues may have a significant impact on many of the proposed
recommendations, these issues are beyond the scope of this Comment.
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violent action in support of white supremacy.?>> Further, a suspicious website list would
fail to include individuals who are connected to the white supremacist community and
who support the ideology through mainstream websites.?® As such, a suspicious website
list would simultaneously be too broad and too narrow in its scope to be as effective of a
preventative measure as the designated foreign terrorist organization list.>?
Consequently, the creation of a designated domestic terrorism list similar to the current
list for foreign organizations would likely be ineffective, inadequate, and potentially even
unconstitutional 2?8

B.  Expand the Definition of Material Support

Eliminating the distinction between domestic and international terrorism in the
material support statutes is only part of the solution; it still does not address the different
form of threat that domestic terrorism represents.?’ The definition of material support
does not account for the changing nature of both domestic and international terrorism.3%
As the terrorism threat continues to become less group-oriented and instead comes to
resemble an amorphous network of cells,**! the way in which individuals and institutions
provide support and assistance to terrorist actors has also changed.3?? Part II1.B.1
discusses the definition of material support itself and the need to clarify several of the
terms within that definition, in general and in the context of domestic terrorism and the
internet. Part II[.B.2 continues the discussion of the material support definition and
considers refining the analysis it entails as well as potential constitutional issues the
proposed amendments might face.

1. Reducing Ambiguity in the Definition of Material Support

In the context of international terrorism, defendants charged with material support
have often argued that the definition of material support provided in Section 2339A is
both vague and overly broad.3%? In particular, there have been several legal challenges to
the meanings of “training, % “personnel,”% and “expert advice or assistance™3%® within

295.  See Chesney, Sleeper Scenario, supra note 57, at 60—61.

296. See, e.g., Affidavit in Support of Criminal Complaint, supra note 128, at 2-3 (detailing how the
accused and his intended terrorist plot were detected through his Facebook usage).

297. See Chesney, Sleeper Scenario, supra note 57, at 60—61 (analogizing membership in a political party
to that of a terrorist organization).

298. BIELOPERA, supra note 38, at 9; Domestic Terrorism Conference Series: Combating Domestic
Terrorism With Thomas Brzozowski, supra note 215.

299. See, e.g., BJELOPERA, supra note 38, at 1.

300. See 18 U.S.C. § 2339A(b) (2018).

301. BIELOPERA, supra note 38, at 2.

302. See Chesney, Sleeper Scenario, supra note 57, at 20.

303. See, e.g., Humanitarian Law Project v. Ashcroft, 309 F. Supp. 2d 1185, 1187 (C.D. Cal. 2004).

304. E.g., Humanitarian Law Project v. Reno, 205 F.3d 1130, 1138 (9th Cir. 2000).

305. See United States v. Sattar, 272 F. Supp. 2d 348, 35859 (S.D.N.Y. 2003), aff’d sub nom., United
States v. Stewart, 590 F.3d 93 (2d Cir. 2009). The holding of vagueness in this case was superseded by an
amendment to 18 U.S.C. § 2339A in 2004 which clarified that “personnel” could include self-provision. See 18
U.S.C. § 2339A(b)(1).

306. See Ashcroft, 309 F. Supp. 2d at 1200.
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the definition of material support.>*” While these meanings have not been challenged in
the domestic terrorism context, it is far more significant that these meanings have not
been considered in the context of connections facilitated through the internet.3%

The issue of vagueness will continue to be a significant problem in prosecutions for
both international and domestic terrorism under the material support statutes as the
internet continues to become a prominent platform for the spread of radical ideologies.3®
The application of these terms to digital relationships will likely provide new challenges
for courts already struggling with vague definitions and unclear legislative intentions.?!?
The use of the internet may allow “training” or “expert advice or assistance” to be
transmitted online, and courts will have to determine when this transmission constitutes
the provision of material support.3!! For instance, despite congressional efforts to prevent
access to internet sources detailing how to make a bomb, there is no shortage of such
information.>'> Additionally, white supremacist websites such as Stormfront display
forum threads offering various types of advice such as “Rifle and ground-fighting
techniques,” “The Ammunition Source Thread,” and “How to start a militia,” among
hundreds of others.3'? The provision of this information over the internet may very well
be included within Section 2339A,3'4 particularly when the individual who posted this
information has the requisite mental states for furnishing support to terrorists or terrorist
organizations.3!3

Thus far, the only discussion of terms within the material support definition that
touches upon the internet has been regarding the use of “communications equipment.”3'6
In Sattar, this term was held to be unconstitutionally vague because Section 2339A did
not put the defendants on notice that merely using communications equipment to further
an organization’s objectives was criminal conduct.’!” While the use of communications
equipment alone does not constitute material support, courts have yet to rule on whether
information transmitted over that equipment could constitute material support.>'® This
uncertainty, particularly in relation to “training” and “expert advice or assistance,”
should be considered in the context of internet communication, as domestic terrorists

307. See 18 U.S.C. § 2339A(b); see also supra notes 55-60.

308. See 18 U.S.C. § 2339A(b).

309. See Tate, supra note 39, at 1734 (attributing the rise of domestic terrorism to increasing use of the
internet).

310. See, e.g., Ashcroft, 309 F. Supp. 2d at 1199-201.

311. See 18 U.S.C. § 2339A(b).

312. Bryan J. Yeazel, Comment, Bomb-Making Manuals on the Internet: Maneuvering a Solution
Through First Amendment Jurisprudence, 16 NOTRE DAME J.L. ETHICS & PUB. POL’Y 279, 280 (2002).

313. See, e.g., STORMFRONT, http://www.stormfront.org/forum/ [https://perma.cc/SDMH-XS2W] (last
visited Nov. 1, 2020). This website states it is “a community of racial realists and idealists” and includes
hundreds of user-posted forum threads, including the titles listed in this Comment. /d.

314. See 18 U.S.C. § 2339A(b); see supra notes 57-63.

315. See supra Part I1.A.2 for a comparison of the different mental states required under Sections 2339A
and 2339B.

316. See United States v. Sattar, 272 F. Supp. 2d 348, 357-58 (S.D.N.Y. 2003), aff’d sub nom., United
States v. Stewart, 590 F.3d 93 (2nd Cir. 2009).

317. Id. See also supra notes 56—62 and accompanying text for a discussion of Sattar.

318. Cf Sattar,272 F. Supp. 2d 348.
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such as Dylann Roof and Patrick Crusius have directly attributed their knowledge to
online communities.!?

While many of these arguments have been framed in terms of vagueness, at least
one scholar has argued that these ambiguous meanings instead implicate the doctrine of
overbreadth.320 Under this doctrine, a statute is considered overly broad when the activity
it prohibits also encompasses constitutionally permissible activity.3?! This doctrine
would appear particularly applicable to the material support statutes if one were to argue
that protected speech was encompassed within the overly broad words within the
material support definition.’?> However, challenges for overbreadth have often been
rejected because instances where the material support statutes may prohibit
constitutionally permissible activity are unlikely to comprise a substantial proportion of
instances where the statutes are applied.>?* Once again, these challenges have not arisen
in the domestic terrorism context where they would more directly implicate American
citizens.32*

When “training” or “expert advice or assistance” are accessible online, the question
of liability likely implicates Section 230 of the Communications Decency Act.’?° As
previously discussed, Section 230 creates immunity from liability for internet platforms
that publish posts by third-party users on their platforms.’?¢ Under this proposal,
however, internet platforms would not be subject to liability solely because their
platforms served as the medium through which “training” or “expert advice or
assistance” were provided.*?” Instead, clarifying the definitions of “training” and “expert
advice or assistance” would simply create liability for the third-party users posting the
information and avoid CDA immunity entirely.328

Clarifying the breadth of these terms under the definition of material support,
specifically in relation to internet usage, would put individuals on notice of the
prohibitions encompassed in “training” and “expert advice or assistance.”3?’
Additionally, internet platforms would be on notice of this prohibited activity as wel
This notice for internet platforms should occur in conjunction with laws requiring greater

1 330

319. See supra Part 11.B.1 for a discussion of online radicalization in the context of domestic terrorism.

320. Chesney, Sleeper Scenario, supra note 57, at 57.

321. Virginia v. Hicks, 539 U.S. 113, 118-20 (2003).

322. See 18 U.S.C. § 2339A(b) (2018).
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overbreadth doctrine are correct because of “the wide range of circumstances in which the statute constitutionally
could be applied” including “the provision of guns, funds, and equipment”).

324. See Aaronson, Terrorism’s Double Standard, supra note 30 (discussing the infrequency of
prosecutions for domestic terrorism under the material support statutes).

325. See47U.S.C. § 230 (2018).

326. See supra Part 11.B.1 for a discussion of internet platforms and material support.

327. See, e.g., Gonzalez v. Google, Inc., 335 F. Supp. 3d 1156 (N.D. Cal. 2018); Crosby v. Twitter, Inc.,
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compliance and monitoring by the platforms themselves, which includes reporting
suspicious activity that occurs on their websites.’3! Failure to implement effective
monitoring systems would result in fines that could be reinvested in the investigation and
prosecution of domestic terrorists.>*> Government resources could be used more
efficiently by imposing a portion of the transaction costs associated with investigating
domestic terrorism on private companies with greater resources than the federal
government, with the hope of greater prevention.3?

Critics will likely assert that increased monitoring and compliance would be
ineffective in preventing domestic terrorist attacks.?3* Given the number of social media
users in the United States alone, opponents of increased monitoring have argued that it
would be impossible to catch every instance of material support being furnished over
internet platforms.3* Additionally, the ease with which individuals can create new and
anonymous accounts to replace old accounts or to make identifying the account creator
difficult may result in an overextension of resources without any significant result.336
However, increased monitoring and compliance would serve as a significant first step in
deterring the provision of material support over the internet and may require individuals
to seek other means of communication where they may be more readily tracked and
detected.?’” Reducing ambiguity within the definition of material support to address the
evolving threat of terrorism would put individuals on notice regarding the legality of
their actions as well as provide law enforcement with greater tools to detect, investigate,
and prevent the domestic terrorism threat.

2. Applying the Scales Test to Domestic Terrorism

Even if the intent behind the different terms within the definition of material support
was clarified, the statutes would still be ill-equipped to handle the amorphous
associations that characterize the terrorism threat today.33® As this Comment has stressed,
the organizational and group-collective structure that characterized terrorism in previous

331. Crystal M. Flinn, As Support Materializes: An Examination of Contemporary Policy in the
Prosecution Under the Material Support Statutes During the Current Wave of Terrorism, 5 HOMELAND & NAT’L
SEC.L.REV. 79, 118 (2016).

332. Id.at 135.

333. Seeid.

334. See Knox, supra note 121, at 324-25.

335. See id. at 319 (“For example, approximately one billion people use Facebook in over seventy
languages. Twitter, which is offered in over twenty-one languages, has over 200 million users each day.”). But
see Brian Fung, Facebook Bans Hundreds of Accounts Related to the Boogaloo Movement, CNN BUS. (June 30,
2020, 5:29 PM), http://www.cnn.com/2020/06/30/tech/facebook-boogaloo-ban/index.html [https://perma.cc
/G85B-UFS8]. Facebook was recently criticized for its content moderation policies, prompting many large
corporations to remove their advertisements from the platform. Facebook responded by removing over “220
Facebook accounts, 95 accounts on Facebook-owned Instagram and dozens of pages and groups” that were
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336. See Knox, supra note 121, at 319.

337. See Flinn, supra note 331, at 136.
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decades has largely fallen by the wayside.’® Instead, ideologies, motivations,
knowledge, and support are spread over the internet between individuals with only
tenuous connections to each other.*® Because the connection is not through an
organization but a set of beliefs, significant First Amendment concerns are implicated by
the investigation and prosecution of individuals associated with domestic terrorism.>!
However, there are certain comparisons that can be drawn to the anticommunism
movement during the Cold War.34? The Scales Test to determine membership in a
communist organization could be helpful in preventative prosecutions of individuals who
actively participate in white supremacist communities and whose actions may escalate
to acts of domestic terrorism.>*3 This test requires both active participation by the
individual and the specific intent to facilitate the group’s—or if applied to domestic
terrorism, the ideology’s—unlawful ends.’** These elements, if applied to the material
support statutes, would likely assist in addressing online communities of hate.3*> The
first element—active participation—would serve to distinguish individuals who merely
espouse white supremacist views on the internet from those who actively participate in
the movement.3#6 By considering only active participants in the ideology, the breadth of
monitoring and investigations would likely decrease.?*” The second element—having the
specific intent to further the ideology’s unlawful ends—would serve to incapsulate only
those individuals who take violent action to further their beliefs.3*® This element would
serve to distinguish active participants who merely protest or attend rallies in support of
white supremacy from individuals such as Alex James Fields.** By applying the
requirements under the Scales test to domestic terrorism investigations and prosecutions,
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law enforcement would be able to more narrowly direct their attention and resources to
individuals most at risk of escalating to violence.3>°

The primary difficulty this suggestion faces in its application to the material support
statutes and domestic terrorism in particular is the leap from a group or organization to
an ideology as the beginning of the analysis.>3! This shift necessarily implicates First
Amendment principles such as the freedoms of speech, belief, and association.>3? While
these issues have not been discussed in detail in this Comment, courts have consistently
given deference to issues implicating national security.?33 By classifying these domestic
acts as terrorism under the law and clarifying definitions within the material support
statutes, law enforcement should be afforded more leeway in investigating and
prosecuting would-be domestic terrorists.33

Additionally, several exceptions to the First Amendment have been carved out for
various types of unprotected speech and association.3® As such, Congress should
consider carving out an exception for information spread that constitutes material support
that may not rise entirely to the level of inciting violence.’*® Further, many other
countries have enacted provisions restricting white supremacist speech and association
to varying extents.3>7 Congress should consider similar legislation to enhance the ability
of law enforcement to investigate and preemptively prevent such ideological attacks in
the future.>

IV. CONCLUSION

Acts motivated by white supremacist ideologies have continued to increase in
recent years, sparking intense debates about how such acts should be treated under the
law. Events in response to the 2020 Black Lives Matter protests have signaled these type
of attacks may become even more prominent.>3° Recent acts have differed significantly
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from previous waves of terrorism in that they are largely perpetrated by domestic
individuals instead of foreign organizations, and these actors often use the internet as an
avenue for disseminating their motivations and recruiting others to their cause. Because
of these differences, law enforcement is hesitant to call these acts what they truly
are—terrorism. Current proposals to address this issue would fail to close the gap
between international and domestic terrorism, allowing certain types of individuals and
attacks to fall through the cracks. However, by implementing the amendments suggested
in this Comment, law enforcement will be better poised to investigate and prosecute such
actions. By clarifying and reinterpreting the definition of material support itself and
eliminating the distinction between domestic and international terrorism, the types of
activities covered under these statutes would broaden to encompass the new
characteristics of the terrorism threat. Only by calling these acts what they truly are can
law enforcement properly develop the tools necessary to investigate, prevent, and
prosecute the individuals responsible.

Kenosha Protest Shootings, Considered Himself Militia, Social Media Posts Show, USA TODAY (Aug. 26, 2020,
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attack, but news sources have speculated his intentions were grounded in a pro-police—and therefore anti-Black
Lives Matter—ideology and contend he may have militia ties, including possibly to the Boogaloo movement.
See, e.g., id. See supra note 273 for a discussion of the 2020 Black Lives Matter protests and the Boogaloo
movement. It is likely that future attacks may be similarly motivated.



